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: _ Founded in 2018 & headquartered in Bangalore, India
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Amazon Web Services Consulting Partner
Technology Partner : Tenable, Arcon, Trend Micro, Wazuh, Splunk,
Beyond Trust, Secure Frame, Scrut, Knowbe4, INFOSECIQ
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Service

Who we are MIDEVOPS
Offering

Mission

Connect exceptional talent with dynamic opportunities,
accelerating business success and nurturing excellence through
Strategic Engagements Powered by Innovative Technology.
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Vision | -
Empower the future of work by converging talent with world- Staffing 1MV Compliance
class opportunities, fostering innovation and shaping careers % S
globally.
Core Values Cybersecurity Services
+ Empowering Relationships » Adaptive Learning . .

) . Training
» Pursuit of Excellence » Creating Trust and Value
+ Growth Mindset Cloud Services
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Years of

Experience

200+

Expert
Candidates

50 +

Enterprise
Customers

22 +

Fortune
500 clients

Offshore
Dev Centers

100+
Exn|.ert

Consultants

40 +

Specialized
Recruiters




Assuring digital trust with our security service offerings
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GRC Consulting

= Specialists in delivering
bespoke information security
governance, risk and
compliance (GRC) consulting
and advisory services
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Infrastructure & App
VAPT
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Security Awareness
Training
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Phishing Simulations

Network architecture
review

= Cloud architecture review
» Configuration audit
= Internal audit monthly

= Policy review

= Online/ in-person training
with tailored content

= Online and offline training
games

= Phishing Simulations

= Training Assessment &
Certification
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Cloud Security Management MDR & SIEM

» Cloud Security assessment
» Cloud compliance audits
» Cloud Configuration audits

= Policy review and
implementation of industry
best practices

Standards &
Methodologies

= Faster response and
mitigation of security threats

= Rapid deployment of the
latest security features and
technology

NIST 800-115, OWASP (Mobile) Security Testing Guide,
OWASP Mobile, Application Security Verification Standard,
PCI DSS, The Digital Standard (loT)

Phishing protection
program

Phishing reporting
mechanism

Regular identification of
threats
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SoC as a Service

= MDR provides 24x7
monitoring of your network,
endpoint, and cloud.

= SIEM equips and empower
security operations with
high-fidelity detection and
response

Tools

Threat Monitoring
Incident Detection
Incident Response

Log and Data analysis
Security tool management

Tenable Nessus, Burp Suite Pro, Metasploit Framework,
Cobalt Strike, Kali Linux



Enhance Your Security Operations with SoC as a Service

. . . SERVICE
Security Operations Center (SoC) as a Service
Full-fledged SoC capabilities without the overhead of building an in-house team
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Managed Managed

24/7 Monitoring and Response TS SIEM
Around-the-clock monitoring by
certified security analysts to detect and
respond to threats swiftly .

Advanced Analytics and Threat Intelligence
Utilize cutting-edge tools and real-time threat intelligence
for proactive defense

SOC

as a Service
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Managed Managed
VAS NDR
Managed
. o EDR .
Coherent & Optimized ‘%' % Customizable and Scalable
Cost-effective, scalable, and agile - .\/ Tailored services to meet the unique
security operations designed for today's izati

needs of your organization, scalable as

evolving threat landscape you grow



Endpoint Security Management Solutions

Next-Gen Antivirus & EDR (Endpoint Detection and Response):
Advanced threat detection, rapid response, and remediation capabilities.
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Threat Endpoint
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Continuous Monitoring
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Proactive management to reduce the v GAQ"> Zero Trust Acces‘s .
attack surface and ensure endpoint v, Enforce Zero Trust principles to control access and

gl
integrity / \ protect data on all endpoints.
Behavioural Integrated Treat
Analytics Intelligence
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Patch Management @ @ Device Security
Automated patching and updates to .\/ Ensure secure access and data
eliminate vulnerabilities

protection for employee-owned devices




Detect and Respond Faster with MDR & SIEM Services

Managed Detection & Response (MDR)

Continuous monitoring, threat hunting, and rapid response to threats in real time

Continuous Monitoring Iﬂﬂﬂ .
24/7 expert support, advanced
analytics, and Al-driven threat detection

capabilities. \ -® )

'6' Security Information & Event Management
(o)
v, (SIEM)

Centralized log management and analysis for
comprehensive threat visibility .

Automated Incident Response % Threat Intelligence Integration
Reduce mean time to detect (MTTD) .\_/ Leverage global threat intelligence to
and mean time to respond (MTTR) to detect emerging threats proactively

incidents



Infrastructure & Application Vulnerability Assessment / Penetration Testing (VA/PT)

Certified Technicians

+ Certified
* Experienced

L.

Process

*  OWASP Framework
*  Process
*  Policies

743\
Tailored Approach

*  Comprehensive
* Secure Review
e Scenario based

@
Technology

* Trusted Tools
* Proven Methodology
* Actionable Reports

Infrastructure VA/PT:

*ldentify vulnerabilities across networks, servers, databases, and other
IT assets.

*Simulate real-world attack scenarios to test defenses and uncover
security weaknesses.

*Provide actionable remediation plans to enhance security posture.

Application VA/PT:

*Perform comprehensive assessments on web, mobile, and cloud
applications.

ldentify OWASP Top 10 vulnerabilities, such as SQL Injection, XSS,
CSREF, etc.

*Ensure applications are secure by design through secure code review
and testing.



Cyber Security Products

Security- Systems

Antivirus, Data Leakage Prevention, Encryption,

Security- Gateway

Next Generation Firewall, SSL VPN Solutions, 2 factor

authentications, Web Application Firewall, NAC, MDM Solutions.

Security- content

Web Security, Mail Security, Server and datacenter security.

Backup, Archival and
Storage

Endpoint Backup and recovery, File and mail Archival, Wan
Optimization, Appliance on Back up and Deduplication

Security compliance and
audits

Vulnerability audits and Penetration testing, SAM Advisory, IT
lifecycle management, Service desk, Helpdesk, Virtualization
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Accelerating Enterprise Mobility



Governance, Risk, and Compliance (GRC) Consulting

Strategic Alignment SERVIC
Align security policies with business goals and regulatory
requirements (GDPR, HIPAA, ISO 27001, etc.)

GRC
ROADMAP

Continuous Monitoring

Enable continuous monitoring and
auditing to identify gaps and enhance
governance

i) Risk Management
Identify, assess, and mitigate risks to protect business
assets.

Policy Development
Design and refine security policies,
procedures, and frameworks

Compliance Assurance
Develop and implement controls to
ensure compliance with industry
standards.
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